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FINGERPRINT VERIFICATION 



Field of the Invention 

The invention relates to fingerprint verification and relates particularly, though 
5 not exclusively, to improved methods of real-time human fingerprint verification. 

Background of the Invention 

Automatic authentication systems are employed in applications such as criminal 
identification, access control systems, and large-scale social service or national identity 
registry applications. With the emergence of new applications in e-commerce there is a 
10 renewed interest in fast and accurate personal identification. For example, in applications 
such as web-based retailing, autonomous vending, and automated banking, authentication 
of consumer identity is critical to prevent fraud. 

Traditionally, fingerprints have been the most widely used and trusted biometric. 
The ease of acquisition of fingerprints, the availability of inexpensive fingerprint sensors 
15 and a long history of usage in personal identification make fingerprints the most accepted 
form of authentication at present. 

Speed and accuracy are important for biometric authentication systems that 
operate in realtime applications requiring "on the spot" authentication of users. As noted, 
fingerprint verification is the biometric authentication method of choice. However, 
20 existing fingerprint verification methods necessarily compromise speed for accuracy or 
vice versa. 

The process of fingerprint verification involves two phases: (1) enrolment and 
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(2) matching. A database of the identities of users is maintained. The identity of a person 
consists of their fingerprint(s) together with other associated data relevant to the particular 
application (for example, name, age, sex, etc). In the enrolment phase, a person's identity 
is stored in the database. In the matching phase, the identity claimed by the claimant is 
5 verified against the identity stored in the database. If there is a match of the two identities 
the authentication system declares that the claimant is who they claim to be. The 
fingerprint stored in the database is the enrollee fingerprint and the fingerprint supplied by 
the claimant is the claimant fingerprint. 

A fingerprint is characterized by smoothly flowing ridges and valleys. The ridge 
10 anomalies such as ridge endings and ridge bifurcations are known as "minutiae". 
Minutiae are used to determine whether two fingerprints are from the same finger. A 
feature-extractor provides suitable minutiae information. 

The patterns formed by the alternating ridges and valleys are verified as unique 
to each person over a large population and have been used for personal verification over 
1 5 the past few centuries, primarily in forensic fields. 

For automated fingerprint verification, a compact representation of the rich 
topology of valleys and ridges is desirable. Most automated fingerprint verification 
systems extract features from the fingerprint images and use the feature sets for 
verification. There are two basic types of ridge anomalies - ridge termination and ridge 
20 bifurcation. The number of minutiae in a fingerprint varies from print to print and 
typically a feature extractor reports 30 to 60 minutiae per print. In addition to the 
geometric location of each minutiae on the print, the following structural information is 
also reported: 

1. The angle that the ridge makes at each minutiae with respect to the 
25 x-axis 
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2. 



The count of ridges between every pair of minutiae. 



Fingerprint verification or one-to-one matching is the problem of confirming or 
denying a person's claimed identity by comparing a claimant fingerprint against an 
enrollee fingerprint. 

There are various limitations associated with conventional methods of fingerprint 
verification. 

1. The claimant fingerprint is seldom an exact copy of the enrollee 
fingerprint since there are three degrees of freedom. The three degrees 
of freedom are (a) translation along the x-axis, (b) translation along the 
y-axis, and (c) rotation. 

2. Most fingerprints are affected to a greater or lesser extent by small to 
moderate amounts of elastic deformations. Elastic distortions destroy 
the distance relationships between some minutiae. Such deformations 
are non-linear (predominantly local) and occur because of pressure and 
torque variations during fingerprint acquisition. 

3. Apart from sensory uncertainty, derealization of minutiae as a result of 
feature extraction process is to be taken into account. A ridge is 
typically 3-5 pixels wide and ridge endings (and similarly, ridge 
bifurcations) are not represented by a single pixel but are spread over 
several pixels. Consequently, a feature extractor can pinpoint a minutia 
to an accuracy of 3-5 pixels. 

4. The portion of the fingerprint captured in each image varies with the 
image. Therefore, the area common to two fingerprints may be small. 
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5. Most feature extractors report spurious minutiae and do not report some 
genuine minutiae. This issue is particular problematic especially when 
the images are of relatively poor quality. 

5 Major approaches to verification algorithms include modelling the verification 

problem as: 

1 . a syntactic pattern recognition problem. 

2 . a graph matching problem. 

10 3. a global geometric transformation problem. 

4. an adaptive elastic string matching problem 

It is found, though, that none of these approaches necessarily address the 
universal problem of simultaneously achieving speed and accuracy suitable for realtime, 
15 security applications. In view of the above, it is clearly desirable to provide a method 
suitable for fingerprint verification which can be performed relatively quickly compared 
with existing methods, and which provides robust accuracy despite false minutiae, sensor 
uncertainty, and elastic deformation. 
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Summary of the Invention 

The following aspects of the invention involve a recognition that fingerprint 
verification can be advantageously improved by using a model-based approach to the 
5 recognition of fingerprints. In this context, the problem of fingerprint matching becomes 
one of matching corresponding feature sets. Embodiments of the invention use a 
combination of one or more techniques to achieve improvements in speed and/or accuracy 
of the resulting verification scheme. 

10 Accordingly, the invention involves analysing a claimant fingerprint and an 

enrollee fingerprint to determine whether the fingerprints match. This analysis determines 
the geometrical correspondence between minutiae of the claimant fingerprint and 
minutiae of the enrollee fingerprint via affine transformation. The analysis is performed 
with the assistance of one or more techniques that are used to enhance the speed and/or 

1 5 accuracy of the verification scheme. 

In some aspects, these techniques operate on one or more sets of minutiae from 
the claimant fingerprint and one or more sets of minutiae from the enrollee fingerprint. In 
some cases, particular subsets of minutiae are identified (each subset being associated 
20 with a particular index minutiae from the respective identified subset) and an analysis 

performed in respect of these subsets. An overview of the various aspects used to improve 
the speed and/or accuracy of verification is given below. 

Sampling based on geometrical nearness 
25 Given a set of n minutiae, there are 2" possible subsets of these minutiae. 
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S amp ling based on geometrical nearness allows this prohibitively large number of subsets 
to be reduced a substantially smaller number of subsets (typically, polynomial in n and 
linear in the described embodiment). Each minutiae in the subset is represented in the 
collection of subsets (that is, the geometry of minutiae around it is captured by these 
5 subsets). This technique records the geometry around a minutiae. 

Sampling based on geometrical nearness reduces: 

a. the number of edges in graph based techniques (i.e., to form a sparse graph 
from the minutiae). 

10 b. the number of transformations to be evaluated by global transformation 

based techniques. 

c. the number of structural matches to be computed in structure based 
techniques. 

1 5 Sampling improves the speed of verification without sacrificing accuracy. 

Elimination of boundary minutiae 

A fingerprint image typically consists of a foreground (consisting of ridges, 
valleys, and minutiae) and a background. The part of the image where the foreground 

20 changes into background is called the border of the fingerprint. A scheme of eliminating 
certain minutiae from further processing based on their closeness to the fingerprint border 
is used to improve verification speed. This is often desirable in fingerprint technology 
since the minutiae at the border are usually false minutiae or not reproducible across 
several prints. This not only improves processing speed but also improves accuracy. A 

25 simple, computationally efficient method of checking whether a minutia is near the border 
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involves finding a rectangle that encloses the minutiae. 



Ordering minutiae 

There are several alternative methods which can be used to order minutiae in the 
5 subsets formed by the sampling process. Ordering minutiae in each subset allows a 

determination of correspondences between the minutiae of two subsets. Determining the 
transformation that maps one set of minutiae to another is simplified when the 
correspondences are known a priori. 



1 0 Binning sets of minutiae 

A subset of minutiae can be binned in various ways. Binning reduces the number 
of potential transformations that need to be analysed. 



Early Elimination of Inconsistent Transformations 
15 This technique involves checking for attribute invariance under transformations. 

In this case, as fingerprint verification, involves matching using a model-alignment 
algorithm, the transformation search space can be pruned effectively by checking for 
invariance of attributes under transformations. 



20 Transformation Consistency Checking 

Given a set of transformations, transformation consistency checking returns a 
subset of transformations all of which are consistent with some transformation T in the 
subset. In a preferred embodiment, the largest such subset of transformations is used. 
When two fingerprints actually match, the consistency score is found to be relatively high. 

25 Accordingly, making matching decisions based on this score is found to be reliable. 
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Topological Correspondence Verification 

A computationally efficient scheme for verifying the topological correspondence 
between sets of minutiae is used to improve the robustness of fingerprint verification. 

5 

Embodiments of the invention use a fingerprint verification algorithm that is 
relatively fast and accurate compared with existing approaches and thus more suitable for 
use in a variety of applications including those requiring real-time authentication. An 
early elimination strategy is used involving a deterministic sampling technique, and the 
1 0 elimination of inconsistent transformations to improve verification speed. This 

elimination strategy is followed by a variety of measures improving accuracy, including a 
transformation consistency checking scheme to improve verification accuracy. 

Preferred embodiments of the invention perform approximately 20 to 50 
15 verifications in a second, on a typical general purpose computing hardware, making 

embodiments of the invention applicable to online applications which demand real-time 
performance. Verification is also reliable. The scheme is robust in the presence of false 
minutiae, and works satisfactorily even when the area common to the two fingerprints is 
very small. Embodiments can handle arbitrary amounts of rotation and translation, and do 
20 not make any assumption on the availability of singularities like core and delta in the 

fingerprint. Preferred embodiments are relatively robust to derealization of minutiae and 
sensory uncertainty, and operate satisfactorily even when there is a substantial amount of 
elastic deformation. Further, the embodiments do not require sophisticated hardware and 
can be implemented on general purpose machines equipped with appropriate fingerprint 
25 reader hardware. 
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Brief Description of the Drawings 

Fig. 1 is a flowchart illustrating the steps which occur in an algorithm for 
fingerprint verification in accordance with an embodiment of the invention. 

5 

Figs. 2A to 2G collectively illustrate a more detailed flowchart of an algorithm 
for fingerprint verification in accordance with an embodiment of the invention. 

Fig. 3 is a schematic diagram of a computing system involved in performing the 
10 embodiment fingerprint verification of Fig. 1. 

Detailed Description of Embodiments and Best Mode 

An embodiment of the invention is described in relation to fingerprint 
verification using a number of measures which provide relative advantages in the speed 
1 5 and/or accuracy of verification. Prior to describing the details of the embodiment, some 
background information assisting that description is first provided. 

Model alignment 

Model alignment is a basic matching technique used in model-based recognition 
20 applications. Given a model and a scene, both represented by point sets in Euclidean 

space, the problem of model-based recognition is to find an occurrence of the model in the 
scene. The alignment technique solves this problem when the model and its occurrence in 
the scene are related by an affine transformation. The alignment technique determines 
whether there is an affine mapping that maps a large subset of points in the model to a 
25 subset of points in the scene. When such a transformation exists, alignment returns the 
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transformation and the point-to-point correspondences. A known algorithm used for 
model-based recognition when the class of transformations is restricted to rigid 
transformations is described in S. Irani and P. Raghavan, Combinatorial and 
Experimental Results for Randomized Point Matching Algorithms, Proceedings of the 
5 ACM Conference on Computational Geometry, pp. 68-77, 1996. 

Problem formulation 

The problem of matching two fingerprints can, in the context of a model 
alignment approaching be conceived as that of matching their respective feature sets. It is 

10 assumed that a fingerprint is represented as a feature set that consists of a set of minutiae 
and their attributes in the form of geometrical coordinates, ridge angle, and ridge counts. 
Since the features that are of interest are points on a plane with certain attributes, the 
problem reduces to that of matching attributed point sets in a plane. In other words, the 
model is the claimant fingerprint's feature set and the scene is the enrollee fingerprint's 

15 feature set and it is determined whether the model matches with the scene. It is assumed 
that the permissible transformations are rigid transformations (rotation combined with 
translation) and local elastic deformations. 

A straight-forward application of the alignment technique does not solve the 
20 problem of fast and accurate fingerprint matching because of problems related to accuracy 
and speed. The notion of point-point match is redefined to address the problems caused 
by local non-linear elastic distortions, sensory uncertainty, and derealization of minutiae 
during feature extraction. When the area common to two fingerprints varies significantly 
with prints, it is impossible to come up with a simple criterion for decision-making solely 
25 based on the number of point-point matches. The worst-case running time of the 
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previously described alignment algorithm is 0(m Vlogn), and the worst-case behaviour 
occurs whenever the two feature sets do not match. The high complexity of the algorithm 
renders itself useless for online applications. 

5 Notation 

Let p be a minutia. The coordinates of p are given by p.x and p.y and the ridge 
angle is given by p. 0. The ridge count of two minutiae p\, p 2 is denoted by R(p x ,p 2 ). The 
Euclidean distance between two minutiae p u p 2 is denoted by D(p u p 2 ). If J is a 
transformation, T(p) denotes the point to which p is mapped by T. If P is a set, \P\ denotes 
10 the size of the set and if a is a number, \a\ denotes the absolute value of a. Let Ld denote 
the largest integer not greater than i. 

Alignment algorithm 

In the algorithm below, alpha is a positive constant in the range (0,1]. The 
1 5 algorithm hypothesises a match between a pair of points (pi,p 2 ) in set P with a pair of 
points (<7i, q 2 ) and computes the transformation Tthat takes the pair (pi,p 2 ) to the pair 
(<7i, q 2 ), i.e, T(pi) = qi and T(p 2 ) = q 2 - The transformation 7" is then applied on the 
remaining points of the set P. 

20 If a point p belonging to P is mapped to a point q in Q by T, i.e., if Tip) = q then 

p is said to match with q. The number of such matches is counted. If this number 
exceeds a threshold, the algorithm declares that P and Q match. Otherwise, the process is 
repeated with every possible pair of points in P and Q. Instead of a pair of points a 
plurality of points could be used in the above algorithm. 

25 
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A straight forward application of the alignment technique (as above) does not 
result in relatively fast and accurate fingerprint matching, because of problems related to 
accuracy and speed of the verification process. The notion of a point-point match is 
redefined to address the problems caused by local non-linear elastic distortions, sensory 
5 uncertainty, and derealization of minutiae during feature extraction. When the area 
common to two fingerprints varies significantly with prints, it is impossible to come up 
with a simple criterion for decision-making solely based on the number of point-point 
matches. The worst-case running time of the algorithm described above is 0(m 3 n 2 logn) 
and the worst-case behaviour occurs whenever the two feature sets do not match. The 
1 0 high complexity of the algorithm makes it unsuitable for on-line applications requiring 
speed and accuracy. 

Pseudo-code for alignment algorithm 

A pseudo-code version of the alignment algorithm is given directly below. 
15 Given: Two point sets P and Q with |p| = m and \Q\ = n . 
for each pair of points (p 1# p 2 ) in P 
{ 

for each pair of points (q lf cr 2 ) in Q 
{ 

20 find the transformations T x and T 2 that map {p lr 

p 2 ) to (q-i/ q 2 ) and (p lt p 2 ) to (q 2 , <2i) 
respectively . 
for i = 1 to 2 
{ 

25 Apply Ti on P. 
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Det ermine how many points of 
T ± (P) match with the points in 
C 

If there are at least* alpha m 
matches declare that P matches 
with Q and return T ± . 

} 

} 

} 

Embodiment verification technique 

An embodiment of the invention is now described with respect to a general 
verification technique which attempts to address limitations of prior art techniques in 
relation to the speed and accuracy of verification. Fig. 1 outlines the steps of an algorithm 
according to an embodiment of the invention. 

Initially, in step 110, minutiae which are near the boundary of their fingerprint 
are eliminated from further consideration. In step 120, minutiae are sampled into subsets, 
in some cases pairs, based on their geometrical proximity. All the members of each 
subset are ordered by an appropriate ranking criteria which is indicative of a 
correspondence between the minutiae of different fingerprints, in step 130. The subsets 
are classified into one of a number of classification bins, in step 140. The bins 
discriminate between subsets based on the members of the subsets, and their associated 
properties: a number of different schemes are possible. 
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In step 150, the potential search space of proposed transformations matching 
claimant and enrollee fingerprints is pruned by eliminating inconsistent transformations. 
In step 160, those proposed transformations that are found are checked for mutual 
consistency. The topological correspondence of subsets is then checked for self-consistent 
5 proposed transformations, in step 170. As a result of the above analysis, a score is 

computed in step 180 that is indicative of the correspondence between fingerprints, based 
on the consistency of proposed transformations, and their degree of topological 
correspondence. On the basis of this score, it is decided whether the claimant and enrollee 
fingerprints match, if the calculated score exceeds a predetermined minimum value. 

10 

The algorithm hypothesises a match between, in the preferred embodiment, a pair 
of minutiae (p u p 2 ) in set P with a pair of minutiae (q u g 2 ) and computes the 
transformation Tthat takes the pair (pi,pi) to the close vicinity of pair (q u q 2 ). Of course, 
embodiments of the invention are not restricted to use with only pairs of minutiae but 
15 arbitrary groups of minutiae organised into subsets of the minutiae of a claimant or 
enrollee fingerprint. 

Instead of computing a transformation for every pair of minutiae in P and every 
pair of minutiae in Q (which is computationally intensive), the number of combinations is 

20 restricted. The number of potential pairs of minutiae is restricted by taking into 

consideration only those minutiae pairs whose separation (that is, the distance between the 
two minutia of the pair) is within a range (d min , d ma ^). In the preferred embodiment, d mi „ is 
50 and d max is 150. The advantage of this pruning of minutiae pairs based on distances is 
that it reduces the number of transformations to be computed and tested, and accordingly 

25 results in significant improvement in verification speed. 
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In the beginning of the verification process, each pair of minutiae belonging to 
the enrollee fingerprint is put into a bin based on the distance between the two minutiae 
constituting the pair. If the pair does not satisfy the distance criterion described 
5 previously then it is discarded from further computation. 

Every pair of minutiae belonging to the claimant fingerprint that satisfies the 
distance criterion is a potential candidate for further processing. Based on the distance;, 
the bin classification for this pair of minutiae is determined. The bin number is used to 
10 retrieve all enrollee pairs previously classified in that bin. These pairs have nearly the 
same separation as the candidate claimant pair. For each such retrieved pair, the 
transformation T taking the claimant pair to the enrollee pair is determined. The 
transformation Thas two components: a rotation component /?and a translation 
component {x, y). 

15 

If the difference between the ridge count of the claimant minutiae pair and the 
ridge count of the enrollee minutiae pair is not within a specified threshold the 
transformation is rejected. Otherwise, a sanity check is performed where it is checked 
whether the ridge through each minutia of the claimant pair is rotated by nearly the same 
20 amount. 

If the claimant pair and the enrollee pair clear the above tests, then the 
transformation T is applied on each minutia of the claimant fingerprint and the 
corresponding matching minutia belonging to the enrollee fingerprint is determined if it 
25 exists. The number of matching minutiae is determined. A list of the top few 
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transformations is maintained. If the number of matches obtained by the current 
transformation is more than any of the transformations in this list, the transformation is 
included in the list and the Kth best entry is removed. 



5 The above procedure is repeated. The list of transformations contains the top K 

transformations discovered by the procedure. The consistency between these 
transformations is computed. The consistency checking routine gives a score based on the 
number of mutually consistent transformations. If the score is below a threshold, no 
match is declared. Otherwise, for each of the top K transformations, it is checked whether 
10 the attributes of the matched minutiae also match. Based on the degree of attribute 

matches a match score is computed. If the match score is above a threshold a match is 
declared otherwise no match is declared. 



The embodiment algorithm described above incorporates various other features, 
1 5 each of which is described below in turn. A pseudo-code representation of the 
embodiment algorithm incorporating these features is then provided. 



Speed 

The simple "alignment" algorithm outlined above is relatively slow since it 
20 performs an exhaustive search of the transformation space defined by minutiae pair 

correspondences. For online applications, the high complexity of this algorithm is simply 
unacceptable. It is now described with reference to the deterministic sampling and 
transformation elimination steps below how the time complexity of the algorithm can be 
reduced by applying these techniques, while improving, maintaining or only nominally 
25 sacrificing the accuracy of the resulting procedure. 
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Sampling based on geometrical nearness 

It is recognised that the verification algorithm can be made faster without 
sacrificing accuracy by selectively sampling pairs of minutiae based on their geometrical 
5 proximity. Instead of using every pair of minutiae only those minutiae pairs whose 

separation falls in a predefined range [d min , d max ] are used. Typically d min is 50 and d max is 
150. 



If a fingerprint image has N minutiae, then there are N(N-l)/2 pairs of minutiae 
10 that can be formed. If it is supposed that a claimant fingerprint has m minutiae and a 
potential enrollee fingerprint has n minutiae, then the number of candidate 
transformations that need to be tested is m.n.(m-l).(n-l)/2. 



Typically, m and n are in the range [30-60], though can be as high as 100 in, for 
15 example, legacy fingerprints like those in NIST databases (standard fingerprint databases 
published by the United States National Institute of Standards and Technology). The 
number of candidate transformations to be tested can accordingly be of the order of 
several hundred thousands to millions which is prohibitively large for online applications. 



20 The rationale of this scheme is this as follows. Let p be a minutia in the claimant 

fingerprint and let p' be the minutia corresponding to p in the enrollee fingerprint 
(assuming that the claimant fingerprint is actually a match of the enrollee fingerprint). 
Since the area common to the two fingerprints is typically small, it is very likely that only 
the minutiae which are geometrically close to p will be reproduced in the enrollee 

25 fingerprint. So if q is a minutia (in the claimant fingerprint) that is very far from p, then 
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the pairs (p, q) and (q,p) are not likely to help us in finding the correct geometric 
transformation between the claimant fingerprint and the enrollee fingerprint. Pairs of 
minutiae that are very close to each other are not used for competing proposed 
transformations between enrollee and claimant fingerprints, as such transformations are 
likely to be very sensitive to sensor measurement errors (that is, reflected in calculated 
distance and ridge count). Accordingly the transformation obtained by such pairs is not 
reliable. 

The above discussion suggests that a minutia is paired only with those minutiae 
which are at a distance in a predefined range [d^, d^] from it. Thus, for each minutia, 
the minutiae that are paired with it are the ones which are geometrically close to it. This 
alone reduces the number of candidate transformations from w.«.(m-l).(«-l)/2 to cP-.m.n 
where c is typically smaller than 10. 

Elimination of boundary minutiae 

Further reduction in the number of candidate transformations is possible if 
minutiae that are on or near the boundary of the fingerprint are discarded from analysis. 

For each minutia, it can be checked whether it is close to the boundary of the 
fingerprint. If so, it is not used for forming pairs. One way to perform this check is by 
determining the foreground and background of the image. The image is divided into 
multiple blocks, and each block is tagged either as a foreground block or a background 
block. If a minutia has a background block in near vicinity, then it must be close to the 
border. Separation of background from foreground is typically done by all feature 
extractors. So, this process does not incur additional computations. If the feature 
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extractor does not provide appropriate foreground-background classification of image 
blocks, then an approximate technique for finding the boundary based solely on minutiae 
data can be used, as later described. 

Early elimination of inconsistent transformations 

The attributes of minutiae (distance, ridge count, ridge angle) can be effectively 
used to prune the search space, predominantly to improve speed of execution, as well as 
to make the matching more accurate. Tests are performed using these attributes to 
eliminate inconsistent transformations. 

In this respect, it is assumed the two minutiae set are related (approximately) by a 
rigid transformation and compensated for elastic deformations by considering a tolerance 
box around each minutiae. In this respect, let p and q be two points on a plane. It is said 
that p matches with q under a rigid transformation T, if T takes p to a point which is in the 
close vicinity of q. More precisely,/? matches with q under transformation T if D(T(p), q) 
<= A D , where A D is a small positive constant. Such a notion of point-point matching is 
appropriate because of the inherent uncertainty associated with the geometric coordinates 
of minutiae. Local elastic deformations can be compensated by choosing A D 
appropriately. 

(i) distance 

Let (pupi) be a pair of minutiae in the claimant fingerprint and (q x , q 2 ) be a pair 
in the enrollee fingerprint. When D(p u p 2 ) and D(q u q 2 ) differ significantly no rigid 
transformation Tcan map pi to q\ and p 2 to q 2 such that (a) D(T(p u q x ) <= A D and (b) 
D(T(p 2 , q 2 ) <= Ad. 
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Hence, it is recognised that verification can be computationally expedited by only 
computing the transformation and exploring it further when: 
\D(p 1 ,p 2 )-D(q 1 , q 2 )\<=2*A D . 
Here, A D is a small positive constant. 

(ii) ridge count 

If the pair (p u p 2 ) indeed matches with the pair (qi,q 2 ) then the corresponding 
ridge counts must be nearly the same. Therefore, it is checked whether: 
\R(px,p 2 ) - R(qi,q 2 )\ <= A R 
Here, A R is a two small positive constant. 

(iii) ridge angle 

Let fibt the rotational component of the transformation T mapping (p x ,p2) to 
(q h q 2 ). It is checked whether the ridge through each minutia is rotated by roughly the 
same amount: 

(a) Op l .e+J3-g l .6\<=A 0 ) 

(b) (\p 2 .e+/3-q 2 .q<=A d ). 
Here, A e is a small positive constant. 

Accuracy 

Once a transformation T is found by hypothesising a correspondence between 
ip u p 2 ) and (q u q 2 ), T is applied on each minutia in the claimant fingerprint and the 
corresponding matching minutia of the enrollee fingerprint is determined if it exists. The 
result is a correspondence between a subset of the minutiae P of the claimant fingerprint 
and a subset of the minutiae Q of the enrollee fingerprint. 
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Transformation consistency checking 

A simple accept/reject strategy based on the number of point-point matches (such 
as that outlined above, based on x) very often results in false acceptances and false rejects 
especially when the number of minutiae is small. This is because, in many matching 
fingerprints the number of matching minutiae is small and accidental point-point matches 
are also possible in non-matching fingerprints. 

To counter this problem, a transformation consistency checking scheme is 
adopted in which the top ^transformations (AT can be conveniently taken as 10) is 
determined in terms of the number of point-point matches and checking the consistency 
among these transformations. 

A rigid transformation T can be represented as a triplet (x, y, p), where x and y 
are the translation along the X and Y axis respectively, and /? is the rotation. Two 
transformations T x = (x u y u /3 X ) and T 2 = (x 2 ,y 2 , fiz) are consistent if: 

1. \x 1 -x 2 \<=A x , 

2. [yi -y 2 \ <= Ay, and 

3. \J3 1 -J3 2 \<=A,. 

In the expressions above, A*, Ay, and A^ are small positive constants. In the case 
of matching fingerprints, a majority of these transformations are mutually consistent while 
for non-matching fingerprints they are not. 

Transformation attribute matching 
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A transformation establishes a correspondence between a subset F of minutiae in 
the claimant fingerprint and a subset Q of minutiae in the enrollee fingerprint. 

This correspondence is a geometrical correspondence. It needs to be further 
5 verified for topological correspondence. The attributes of the minutiae are used for this 
purpose. It is checked whether the attributes of the two minutiae sets match. It is first 
checked how many of the ridge counts match and then how many ridge angles match, 
using positive constants as threshold tolerance values. 

10 Decision making 

When the fraction of mutually consistent transformations is significant measures 
of the topological correspondence are generated to evaluate the correspondence defined by 
each such transformation. A score is then computed taking into account the percentage of 
point-point matches, the fraction of mutually consistent transformations, and the scores 
15 for each of the top transformations. The scoring routine computes this score which is 
used to decide whether the claimant fingerprint matches with the enrollee fingerprint or 
not. 

General algorithm 

20 A generalised algorithm incorporating the features noted above is set out below 

in terms of a number of steps which are performed in analysing whether a match exists 
between a claimant fingerprint and one of the enrollee fingerprints. Figs. 2A to 2G 
provide a corresponding description of the steps which occur in the execution of this 
algorithm. 
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Fig. 1, referred to above, illustrates a flowchart representing steps that are 
performed in an embodiment verification scheme Corresponding heading in the 
description below approximately matches with the actual steps depicted in Fig. 1. 

Step 110 

Let xi . . . x m be the x coordinates and y x ... y m be the y coordinates of the minutiae. 
Let Xmin and x^ denote the smallest and highest among xi ... x m . Similarly, let y^u andjvw 
denote the smallest and highest among y x ...y m . Let RECTXaw,, x^, y^, y^) be the 
rectangle formed by the points (x^n, y™n), (w, ymm), i*™*, >w). A minutia with 

coordinates (x,y) is deemed close to the fingerprint boundary if its distance from any side 
of RECT(x mi n, x^, >Wi, jw) is less than d^. Accordingly, the following test can be used 
for appropriate elimination of "boundary" minutiae: 

if Qx - x^ < gUO or Qx - x^l < cUO or Qy - >w| < d^) or Qy - y^l) then 
discard the minutia. 

else 

retain the minutia. 

When the fingerprint is of poor quality, using RECT(Xmin, jw, jw) to 
determine the minutiae near the fingerprint boundary can be prone to errors. Instead, 
RECT(x K -min, XK-max, ^K-rain, jK-max) can be used where XR-min and x K -nm are the Kth smallest and 
Kth largest of x x ...x m respectively. Similarly, y^-vi* and^.,^ are the Kth smallest and 
Kth largest of yi ...y m respectively. This technique is more robust in the presence of false 
minutiae. 

Step 120 
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For each minutia p of the enrollee fingerprint, a collection of subsets E P = {Ep,i, 
Ep >2 , Ep >K } is formed in step 210. Here, each Ep,i is a subset of minutiae that are 
geometrically close to the minutia p, satisfying a distance criterion. Each minutia in E^i 
(other than p itself) is at a distance in the range [dvm, d^] from p. 

5 

Step 130 

The minutiae in Ep,i could be either unordered or ordered based on some 
criterion. Typical ordering criteria are: 

1 . A minutia is ordered based on its distance from p. In which case, p gets a rank 0. 
10 The minutia that is closest to p gets a rank 1, the next closest minutia gets a rank 

2 and so on. 

2. A minutia is ordered based on the orientation of its ridge with respect to the 
orientation of the ridge at p. This difference in ridge orientations is termed 
ridge-orientation separation. A minutia gets a rank based on its ridge-orientation 

1 5 separation. Thus p gets rank 0. The minutia with the next smallest 

ridge-orientation separation gets the rank 1 and so on. 

3. A minutia q is ordered based on the ridge count R(p,q). Thus/? gets rank 0. The 
minutia with the next smallest ridge count (with respect to p) gets rank 1 and so 
on. 

20 4. Consider the coordinate system formed as follows. Let p be the origin and the 

x-axis be along the ridge at p. In this coordinate system, the projection of each 
minutia q in Ep,, is computed on the x-axis. Let q' be q projected on the x-axis. A 
minutia q in Ep,i is ranked based on the distance of its projection q* from the 
origin. 

25 
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In each of the above methods of ordering minutiae, various other orders can be 
formed and used by permutating the ranks. 



Step 140 

Bin each set Ep,; based on the 'diameter' of the set in step 220. The diameter of a 
set of points means the greatest point-point separation among pairs of points in the set. 
Binning based on other criteria is also possible: 

A. Bin based on the largest/smallest/median ridge count between pairs of minutiae 
in Ep,j (more generally the Kth largest ridge count or some statistic, such as 
average). 

B. Bin based on the largest/smallest/median ridge count between p and minutiae in 
Ep,i (more generally the Kth largest ridge count or some statistic, such as 
average). 

C. Bin based on the largest/smallest/median separation of the minutiae in Ep ;i from p 
(more generally the Kth largest separation or some statistic, such as average). 

D. Bin based on the largest/'smallest/median ridge-orientation separation (with 
respect to p) of minutiae in Ep,j (more generally the Kth largest ridge-orientation 
separation or some statistic, such as average). 

E. Consider the coordinate system formed as follows. Let p be the origin and the 
x-axis be along the ridge at p. In this coordinate system, the projection of each 
minutia q in Ep,j is computed on the x-axis. Let q 1 be q projected on the x-axis. 
Bin Ep,i based on the largest/smallest/median distance of the projections of its 
minutiae from the origin (more generally the KHh largest projection or some 
statistic, such as average). 
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The technique described above is applied to the claimant fingerprint as well. 
That is, for each minutia p of the claimant fingerprint, a collection of subsets is formed in 
step 230 where C P = {Cp, l5 C p , 2 , C P , K }. 

5 Step 150 

A testing step 240 is now performed, as outlined below. For each subset, it is 
determined, in step 242, to which bin each subset belongs. For each binned subset, a 
match is hypothesized in step 250. This involves determining a rigid transformation in 
step 252 that transforms a subset to its corresponding match in the enrollee feature set. 

10 The transformation consistency is checked in step 254 and, if consistent, the 

transformation is applied to claimant minutiae to determine the number of matches, in 
step 256. If the number of matches exceeds a predetermined threshold, it is added to a list 
of potentially correct transformations, in step 258. 

for each minutia p in the claimant fingerprint do { 

15 for each subset C p ,i corresponding to p do 



{ 



determine the bin to which C p ,i falls. 



for each subset E qij in that bin do 



{ 



20 



a. 



determine the rigid transformation that maps C p ,i to 



if such a transformation exists. 



b. 



check transformation consistency and reject the 



transformation if it is inconsistent. 



c. 



if the transformation is consistent then apply the 



25 



transformation on the claimant minutiae and determine 
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the number of matches (and/or the degree of 
topological correspondence using attributes of the 
minutiae) . 

d. if the number of matches (and/or the degree of 

topological correspondence using attributes of the 
minutiae) is above a predetermined threshold then add 
the transformation to a list of potentially correct 
transformations . 
} 

} 
} 

Stevsl60. 170 and 180 

Having completed hypothesis matching in step 250, a consistency score is 
computed in step 260. For each transformations shortlisted in step 258 having a 
consistency score above a predetermined threshold, the number of matches and 
topological correspondence is determined in step 270. On this basis, a matching score is 
calculated for each of the transformations shortlisted in step 258. This matching score is 
used to declare a match in step 290 if this measure is above a predetermined threshold. 
Otherwise a failed match is declared in step 292. 

compute the transformation consistency score 
if the transformation consistency score is above a 
predetermined threshold then for each of the 
transformations T in the most promising transformation 
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set do 

{ 

apply T on the claimant minutiae. 

determine the degree of topological 
5 correspondence using attributes of the minutiae) 

} 

compute a match score using the topological 
correspondence and the number of consistent 
transformations. If the score is above a predetermined 
10 threshold then declare that claimant matches with 

enrollee. 
else 

reject the claim. 

15 Pseudo-code for embodiment algorithm 

To more fully illustrate the embodiment of the verification process discussed 
more particularly above, a pseudo-code implementation of a corresponding algorithm is 
given directly below. 

20 Given: Two minutiae sets P and Q with |p| = m and | Q | = n . 
for each pair (q lr q 2 ) in Q 
{ 

if (d mln <= D{q 1 , q 2 ) <= d max ) 
{ 

25 Put (qn, q 2 ) to the bin floor (N*D (q lf <? 2 )/(d max - 
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d-in) ) • 

} 

} 

for each pair p lf p 2 in P 

{ 

if (dain <= D(Pn P2) <= d max ) 

{ 

Let i = floor (N*D(p lf p 2 )/(d max - d mla ) . 
for each pair (qi,q 2 ) in the i th bin 
{ 

find the transformation T 

taking (p lf p 2 ) to (q lr q 2 ) . 

Let J3 be the rotation 

component of T. 

if ((|£(pi,p 2 ) - R(qi,q 2 ) I < = 

A R ) 

and {\pi.6 + P- q x .9\ <= A e ) 
and (|p 2 .0 + P- q 2 .9\ <= A e ) 

{ 

P' = Q' = {}; 
j = 0; 

Apply T on P. 

for each minutia p in P 

{ 

if there is an 
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unmarked minutia q in Q 
such that D{T ± (p) , q) < = 



P' [j] = p 
0' [j] = g 

Mark q 

j = j + 1 



} 



} 



Let S K be the iCth top score 
so far. 

if (|P> j > S K ) 
{ 

replace S x and the 
corresponding 
transformation by | P 1 | 
and T. 

> 



} 

} 

score = 0; 

25 Let t denote the set of top JC transformations. 
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conscr = CONSISTENCY (r) ; 

if (conscr > MIN_CONSISTENCY) 

{ 

for each of the top K transformations T ± 

5 { 

Let Pi 1 subset P and Q ± ' subset Q be the 
matching minutiae sets under T ± . 
(rcount [i] , acount [i] ) = ATTRIBUTE MATCH {P ± ' , 
Oi ' ) ; 

10 } 

score = SCORE () ; 

} 

if (score > MINSCORE) 

{ 

15 Declare that P and Q match. 

} 

else 
{ 

Declare that P and Q do not match. 

20 } 

CONSISTENCY () 

This routine is based on the tests outlined in the "Transformation consistency 
checking" heading above. 

for each of the top few transformations r in the list of 
25 potentially correct transformations do 
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{ 

Determine the number of transformations (among the top 
few transformations in the list of potentially- 
correct transformations) which are consistent with v. 
Let this number be MC(J) . 

} 

Determine the largest MC(T) (let this be MC^) and return 
this as the consistency score and r and the transformations 
consistent with r as the most promising transformation set. 

ATTRIBUTE_MATCH ( ) 

The attribute matching routine determines a measure of the topological 
correspondence between the identified subsets of the claimant and enrollee fingerprints. 
Given: Two minutiae sets P' and Q ' with |P| = |Q| = m ' . 
Let P be the rotational component of the transformation 
mapping P ' to Q ' . 
rcount = acount = 0 ; 

for each pair of minutiae (p l7 p 2 ) in P 1 
{ 

Let (g lr q 2 ) be the pair matching with (p 1# p 2 ) in Q ' . 

if (\R(p lf p 2 ) - R(qi,q 2 ) \ <= A s ) 

{ 

rcount = rcount + 1; 

} 

} 
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for each minutia p in P' 
{ 

Let g in Q 1 be the minutia matching with p. 

if (\p.0 + J8 - q.0\ <= A e ) 

{ 

acount = acount + 1; 

} 

} 

In the above algorithm A R and A<? are small positive constants. The counts 
computed by ATTRIBUTE_MATCH ( ) are normalised to take a value between 0 and 1. 

SCORE () 

For each of the transformations t in the most promising transformation set, 
rcountjT] and acount[T] are known. The transformation consistency score MC is also 
known. Let rcountmedian and acount me dian be the median of rcounts and acounts. 

match_score = a 1 *MC mao + a 2 *rcount median + a 3 *acount median 

Instead of median use Kth maximum or average for rcount and acount can also 

be used. 

Experimental results 

Two measures that are important while evaluating a fingerprint verification 
scheme are accuracy and speed. Accuracy of a verification scheme is measured in terms 
of its false accept rate (FAR) and false reject rate (FRR). False acceptance is a situation 
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where the verification scheme declares two non-matching fingerprints as matching 
fingerprints and false reject occurs when the verification scheme declares two matching 
fingerprints as non-matching finger-prints. Set out directly below in Table 1 are 
experimental error rates indicative of the results which can be achieved using 
embodiments of the invention. 



TABLE 1 



Database 


FRR 


FAR 


1 


1.33% 


0.00% 




(4/300) 


(0/19200) 


2 


26.11% 


0.00% 




(235/900) 


(0/11683) 




19.56% 


0.03% 




(176/900) 


(3/11683) 




14.44% 


0.23% 




(130/900) 


(27/11683) 


3 


5.56% 


0.00% 




(28/306) 


(0/10176) 




4.25% 


0.15% 




(13/306) 


(15/10176) 



Speed is measured in terms of the throughput of the verification system, i.e., the 
number of fingerprints it can verify per second. Set out directly below in Table 2 are 
experimental throughput rates. 
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TABLE 2 



Database 


Non-Matching 


Matching 


1 


27 


19 


2 


1.5 


1.1 


3 


15 


7 



In the results above, each of databases 1 to 3 contains different images as now 
explained. 

1. Database 1 consistes of a set of images (each of size 291 x 525) scanned 
by an optical fingerprint reader. There are 300 matching pairs and 
19200 non-matching pairs. 

2. Database 2 consistes of a set of images (each of size 572 x 480) chosen 
randomly from the NIST 9 database. There are 900 matching pairs and 
1 1683 non-matching pairs. 

3. Database 3 consistes of a set of images (each of size 508 x 480) scanned 
by a cheaper optical fingerprint reader. There are 1920 matching pairs 
and 10176 non-matching pairs. 

The minutiae are generated using an in-house feature extractor. The first 
mentioned table gives the error rates and second mentioned table gives the throughput for 
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the three databases. 

The images in Database 1 and Database 3 had small to reasonable amount of 
elastic distortions. The images in Database 1 are in general of better quality than those in 
Database 3. Translation and rotation are significant (about 100 - 200 pixels and 10-30 
5 degrees respectively) in many of the images. The images in Database 1 had about 30-40 
minutiae each on an average while those in Database 3 had about 40 - 60 minutiae. 

Database 2 is significantly different from the other two databases. The images in 
this database are of poor quality with a significant amount of non-recoverable regions. In 
fact, for many mated pairs it would be difficult for a human expert to certify that they 
10 actually match. As a consequence of the poor quality of the images, the number of 
minutiae reported for these images was high (about 130) and presumably a significant 
fraction of these are false minutiae. 

In all the three databases, the fingerprints on which the algorithm failed had 
either a large number of spurious minutiae or a large amount of elastic distortion. The 
15 difference in the matching speed for matching and non-matching fingerprints is because 
of the early elimination of inconsistent transformations. In case of non-matching 
fingerprints most of the transformations are inconsistent and are not explored further. In 
experiments A D was in the range 5 - 8, A* in 2 - 3, A ff in 5 - 10, d min in 50 - 100, d max in 100 
- 200, A* in 5 - 25, Ay in 5 - 25 and A^in 5 - 10. 

20 Hardware implementation 
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The described process of classification can be implemented using a computer 
program product in conjunction with a computer system 300 as shown in Fig. 3. In 
particular, the process can be implemented as software, or computer readable program 
code, executing on the computer system 300. 

5 The computer system 300 includes a computer 350, a video display 310, and 

input devices 330, 332. In addition, the computer system 300 can have any of a number 
of other output devices including line printers, laser printers, plotters, and other 
reproduction devices connected to the computer 350. In particular, the computer system 
300 has a fingerprint scanning hardware 334 suitable for scanning the fingerprint of a 
10 claimant, so that real-time verification of the claimant's fingerprint can be performed by 
the computer system 300 running a computer program which executes instructions 
corresponding to an algorithm of an embodiment verification scheme described above. 

The computer system 300 can be connected to one or more other computers via a 
communication input/output (I/O) interface 364 using an appropriate communication 
15 channel 340 such as a modem communications path, an electronic network, or the like. 
The network may include a local area network (LAN), a wide area network (WAN), an 
Intranet, and/or the Internet 320. 

The computer 350 includes the control module 366, a memory 370 that may 
include random access memory (RAM) and read-only memory (ROM), input/output (I/O) 
20 interfaces 364, 372, a video interface 360, and one or more storage devices generally 
represented by the storage device 362. The control module 366 is implemented using a 
central processing unit (CPU) that executes or runs a computer readable program code 
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that performs a particular function or related set of functions. 

The video interface 360 is connected to the video display 310 and provides video 
signals from the computer 350 for display on the video display 310. User input to operate 
the computer 350 can be provided by one or more of the input devices 330, 332 via the 
I/O interface 372. For example, a user of the computer 350 can use a keyboard as I/O 
interface 330 and/or a pointing device such as a mouse as I/O interface 332. The 
keyboard and the mouse provide input to the computer 350. The storage device 362 can 
consist of one or more of the following: a floppy disk, a hard disk drive, a 
magneto-optical disk drive, CD-ROM, magnetic tape or any other of a number of 
non-volatile storage devices well known to those skilled in the art. Each of the elements 
in the computer system 350 is typically connected to other devices via a bus 380 that in 
turn can consist of data, address, and control buses. 

The method steps outlined in relation to the embodiment verification algorithm 
are effected by instructions in the software that are carried out by the computer system 
300. Again, the software may be implemented as one or more modules for implementing 
the method steps. 

In particular, the software may be stored in a computer readable medium, 
including the storage device 362 or that is downloaded from a remote location via the 
interface 364 and communications channel 340 from the Internet 320 or another network 
location or site. The computer system 300 includes the computer readable medium 
having such software or program code recorded such that instructions of the software or 
the program code can be carried out. The computer system 300 communicates with a 
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database, either internally via the storage means 362 or through communication interface 
364, in which is stored enrollee fingerprints with which the scanned claimant fingerprint 
is compared. 

The computer system 300 is provided for illustrative purposes and other 
configurations can be employed without departing from the scope and spirit of the 
invention. The foregoing is merely an example of the types of computers or computer 
systems with which the embodiments of the invention may be practised. Typically, the 
processes of the embodiments are resident as software or a computer readable program 
code recorded on a hard disk drive as the computer readable medium, and read and 
controlled using the control module 366. Intermediate storage of the program code and 
any data including entities, tickets, and the like may be accomplished using the memory 
370, possibly in concert with the storage device 362. 

In some instances, the program may be supplied to the user encoded on a 
CD-ROM or a floppy disk (both generally depicted by the storage device 362), or 
alternatively could be read by the user from the network via a modem device connected to 
the computer 350. Still further, the computer system 300 can load the software from other 
computer readable media. This may include magnetic tape, a ROM or integrated circuit, a 
magneto-optical disk, a radio or infra-red transmission channel between the computer and 
another device, a computer readable card such as a PCMCIA card, and the Internet 320 
and Intranets including email transmissions and information recorded on Internet sites and 
the like. The foregoing are merely examples of relevant computer readable media. Other 
computer readable media may be practised without departing from the scope and spirit of 
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the invention. 

Further to the above, the described methods can be realised in a centralised 
fashion in one computer system 300, or in a distributed fashion where different elements 
are spread across several interconnected computer systems. 

5 Computer program means or computer program in the present context mean any 

expression, in any language, code or notation, of a set of instructions intended to cause a 
system having an information processing capability to perform a particular function either 
directly or after either or both of the following: a) conversion to another language, code or 
notation or b) reproduction in a different material form. 

10 Described above is an algorithm, and means for performing that algorithm, that 

attempts to provide relatively fast and accurate fingerprint verification. This algorithm is 
able to handle arbitrary amounts of translation and rotation of fingerprints. Further, the 
algorithm's performance in the presence of noise and elastic deformation is relatively 
robust. 

15 It is understood that the invention is not limited to the embodiment described, but 

that various alterations and modifications, as would be apparent to one skilled in the art, 
are included within the scope of the invention. 
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